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AMENDMENTS TO THE CLAIMS 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

1 . (Currently Amended) A sub-manager (20) for interfacing between a-an 
SNMP network management system (22) and a plurality of SNMP managed clients 
(46), each of such SNMP managed c lients (46) being served by a network address 
translation f irewal!446}. the sub-manager (20) comprising: 

a network management agent (26) for i) receiving a master SNMP network 
management reguest message from the SNMP network management system: and 
ii) providing a master SNMP response message to the SNMP exchanging maotor 
n e twork managomont mocoagoo (1 90) w i th the network management system (22); 

a connections modul e, for each of the plurality of SNMP managed clients: 
J 24 ) for establishing an internet protocol a n e twork connection (46) 
with such SNMP managed client through the firewall serving such SNMP managed 
client: and oaoh of th e p l ura li ty of c lie nt s (18): 

both: 0 providing, to each of the plurality of SNP managed clients, a 
client network management reguest message: and ii) receiving, from each of the 
plurality of SNMP managed clients, a client response message, in each case, 
through the internet protocol connection: and 

a message handling module (26) for 

receiving the o-master SNMP network management request message 
(170) from the notwork managomont system (22) , the master SNMP network 
management request message (4W) including a plurality of master object 
identifiers-(462), each master object identifier (462) comprising a client identifier 
(46) that Identifies a particular one of the SNMP managed c lients (46) and a 
variable portion (240) that identifies a variable value (44)-within a client 
management information base-(34); 

2 



PACE 3/18 • RCVD AT 10/18/2007 1 :41 :13 PM pastern Daylight Time] • 8VR:U8PTO-EFXRF-1/15 * DNI8:2738300 * C8IDH6034360300 * DURATION (mm-ss):08-52 



16034360300 



01:44:07 p.m. 10-16-2007 



4/18 



Serial No.: 10/713,481 

generating , for each master object identifier included in the master 
SNMP network management request message, the at toast on e client network 
management request message (172) , each client network management request 
message (172) including a client object identifier fl€8} that identifies the variable 
value £44) within the client management information base-^34); 

prov i d i ng oach c li ont notwork managoment r e quost moccago (172) to 
tho part i ou l ar ono of th e c l ionto (1 8 ) idont i fiod by tho cl i ent i d e nt i fior (46) ovor tho 
n e twork conn e ct i on (46) octab li ohod w i th such particular ono of the ol i onto (18); 

receiving the a-client response message {29§)-from each of the 
part i cu l ar on e of tho SNMP managed clients (+8>-to which a client network 
management message (172) w as provided, each client response message (206) 
including the client object identifier £4-88) and the variable value-£44); 

aggregating each client response message (206) t o generate a 
master SNMP response message-f+tte), the master SNMP response message 
(4£2)-including the plurality of master object identif iers-(4£2) and each master 
object identifier {+82)-comprising the client identifier446) and the variable value 
received in the client response message. (206); and 

prov i ding tho maoter r e sponso moccago (1 02) to tho notwork 
managomont cyctom (22) i 

2. (Currently Amended) The sub-manager-(20) of claim 1 , wherein the variable 
portion-(24G} of the master object identif ier44SS> is the client object identifiers^. 

3. (Currently Amended) The sub-manager-{2©} of claim 1 , wherein: 
each internet protocol connections^ is a TCP/IP connection that is 

established with a SNMP managed client44^. through the firewall-{4£) serving 
such SNMP managed c lientele} in response to receiving a connection request 
initiating by such SNMP managed c lient-<48}: 

the connections module-(24) further records, In an active connections table 
(28), for each internet protocol c onnection44Sl a client connection identifier-{48) in 
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association with the client ldentifier-{46) identifying the SNMP managed client41& 
that initiated the internet protocol connection445V. and 

a device state machine provides the client network management request 
message (172) to the particular one of the SNMP managed c lients-14-8} by 
providing the client network management reques t (172) over the internet protocol 
connection-(45} that associates with the particular one of the SNMP managed 
clients-(4*} in the active connections table-{28>. 

4. (Currently Amended) The sub-manage r-(20) of claim 3, wherein the client 
connection identifier-^*©) is a source IP address-4§0) and a source port number 
(§2) obtained from a TCP/IP frame initiated by the SNMP managed client44«> with 
which the internet protocol connection4451 is established. 

5. (Currently Amended) The sub-manager-{2Q) of claim 1 wherein the device 
state machine further provides for: 

periodically receiving a heart beat messag&-{443) from the SNMP managed 
client-(4£} over the internet protocol c onnections^: each heart beat message 
(4+3) including the client identif ier-f48) and a time interval (11 4 ) between the heart 
beat message4!43} and a subsequent heart beat message-f++3); 

updating the client connection identlfier-(48) in the active connection table 
(28) if the source IP address-(§0) or the source port number (§2)-obta]ned from the 
heart beat message-(4+3> differs from that of a previous heart beat message-{44-3); 

providing a heart beat acknowledgement message4442) to the SNMP 
managed c lient44£) over the internet protocol connection-{45): and 

determining that the internet protocol connections^ is inactive if a time 
period in excess of the time interval-(444) elapses during which a subsequent heart 
beat message4W3> has not been received. 

6. (Currently Amended) The sub-manager-^20) of claim 5, wherein the master 
SNMP response message (1 9 2) includes an indication that the a value^44) does 
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not exist if the value-(44) is associated with a master object identifier-f*82} that 
includes a client identifier-(46) associated with a -an SNMP managed client-48-with 
which the internet protocol c onnection445} is inactive. 

7. (Currently Amended) The sub-manager-(20) of claim 1 , wherein: 

the master SNMP network management request message (172) comprises 
at least two master object identifiers (182) , each master object identifier (182) 
comprising a client identifier-{46) that is unique from the client identifier-(46> of at 
least one other master object identif ier-£UJ2); 

8. (Currently Amended) The sub-manager-(20) of claim 1 , wherein the 
message handling modules further provides for: 

receiving an asynchronous client Trap message-(22© 7 initiated by SNMP 
managed client44S} over the internet protocol c onnection446} established with the 
SNMP managed clienU48}. the asynchronous client Trap message-(230) Including 
a client object jdentifier-(4€8} and a variable valu e (44) associated with the client 
object identifier (4S8>; 

identifying the SNMP managed clienU18>that initiated the asynchronous 
client Trap message-(22© 7 ; and 

generating an asynchronous master Trap messaga^+84) and providing the 
asynchronous master Trap message-fW4> to the SNMP network management 
system (33), the asynchronous master Trap message-{4-94} including the valu e {44) 
and a master object identifier-flSS}, the master object identifier-(4S2) including a 
client identifier-f46) identifying the SNMP managed c lienU4-8} that initiated the 
asynchronous client Trap message-(22 7 and a variable portion-fa*©) identifying the 
variable value (44) . 

9. (Currently Amended) The sub-manager-{39) of claim 8, wherein the variable 
portion-(240> of the master object identif ier-(4S3) is the client object identifier-44-88). 
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e 

1 0, (Currently Amended) A method of interfacing between a- an SNMP network 
management system-{22) and a plurality of SNMP managed clients-^^. each of 
such SNMP managed c lients446» being served by a firewaim-6}, the method 
comprising: 

establishing a-an internet protocol connection445> with each of the plurality 
of SNMP managed clients446i: 

receiving a master SNMP network management request messag e (170) 
from the SNMP network management systerrH22) f the master SNMP network 
management request message-f^G) including a plurality of master object 
identifiers-(462), each master object identifier-£462) comprising a client identifier 
(46) that identifies a particular one of the SNMP managed clients^lS) and a 
variable portion-(»*0> that associates with a variable value (44) within a client 
management information base-{34); 

generating , for each master object identifier included In the master SNMP 
network management reguest message, a at le ast ono client network management 
request message (172) , the client network management request message (172) 
including a client object identifier-(4BS} that identifies the variable valu o (44) within 
the client management information base-(34>; 

providing each client network management request messag e (172) to the 
particular one of the SNMP managed c lients4l6» identified by the client identifier 
(46) over the n e twork - internet protocol connection44& established with such 
particular one of the SNMP managed c lrents-{46); 

receiving , from each SNMP managed client, a client response messa g e 
(206) from oach of tho particu l ar one of tho cl ie nte (18) to wh i oh a c l iont notwork 
manag e ment moscago (172) was prov i ded , each client response message-(2©6) 
including the client object identifier-ftSS} and the variable-(44); 

aggregating each client response message-(2©6) to generate a_master 
SNMP response message-f+92), the master SNMP response message-{*92) 
including the plurality of master object identifiers44«2) and each master object 
identifier-(4«2) comprising the client identifier-{46} and the variable valu o (44) 
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received in the client response message; and 

providing the master SNMP response message to the SNMP network 
management system-{3S). 

1 1 . (Currently Amended) the method of claim 10, wherein the variable portion 
(210) -of the master object ldentifier-f+83) is the client object identifier-(46&). 

12. (Currently Amended) The method of claim 10, wherein: 

each Internet protocol connection^?) is a TCP/IP connection established 
with a-an SNMP Managed c lienU4£}, through the firewall-(4€) serving such SNMP 
managed client-Wft. in response to receiving a connection request initiating by 
such SNMP managed client-14-8}: 

the method further comprises recording in an active connections table-(28>, 
for each internet protocol c onnection4464 established, a client connection identifier 
{48) in association with the client ldentifier-{46) identifying the SNMP managed 
client-{+8} that initiated the internet protocol c onnection445}; and 

the step of providing each client network management request message 
(172) t o the particular one of the SNMP managed c lients-l48> comprises providing 
each client network management request (172) over the internet protocol 
connection-(4S) that associates with the particular one of the SNMP managed 
clierrts-fl-8} in the active connections table-(28>. 

1 3. (Currently Amended) The method of claim 1 2, wherein the client connection 
identifier-(4S} is a source IP address-{60) and a source port number-(S2> obtained 
from a TCP/IP frame initiated by the SNMP managed c lient448> with which the 
internet protocol c onnectlon-145} is established. 

1 4. (Currently Amended) The method of claim 1 0 further comprising: 
periodically receiving a heart beat message-(4+3) from the SNMP managed 

client-(+8) over the internet protocol connection-145}: each heart beat message 
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(113) including the client identifier-{46) and a time interval (114) between the heart 
beat message (113) a nd a subsequent heart beat message-fW-3); 

updating the client connection identifier-{48) in the active connection table 
(28)-if the source IP address-^60) or the source port number-(S2> obtained from the 
heart beat message-4+43) differs from that of a previous heart beat message-fM-3); 

providing a heart beat acknowledgement message-{44-2) to the SNMP 
managed client-ft-8) over the internet protocol connection445}; and 

determining that the internet protocol connection-145} is inactive if a time 
period in excess of the time interval (11 4 ) elapses during which a subsequent heart 
beat message (113) has not been received. 

1 5. (Currently Amended) The method of claim 14, wherein the master SNMP 
response message-(4-92) includes an indication that the value-(44) is unavailable if 
an open internet protocol connection-l45> does not exist with the particular on of 
the SNMP managed c lients443}. 

1 6. (Currently Amended) The method sub - manag e r (20) of claim 1 0, wherein: 
the master SNMP network management request messag e (172) comprises 

at least two master object identifiers-{4-82}, each master object identifier-{4-82} 
comprising a client identifier-(46) that is unique from the client identifier-(46) of at 
least one other master object identifier-^48S>; 

1 7. (Currently Amended) The method of claim 10, further comprising: 

receiving an asynchronous client Trap message-^220) from a SNMP 
managed client-(4-8> over the internet protocol c onnection445} established with the 
SNMP managed clienU4£}, the asynchronous client Trap message-{220) including 
a client object identifier-{4S8) and a variable value-(44) associated with the client 
object identifier <488>; 

identifying the SNMP managed c lient44-8} that initiated the 
asynchronous client Trap messag e (220) ; 
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generating an asynchronous master Trap message-{4-94> and 
providing the asynchronous master Trap message4+84) to the SNMP network 
management system-{22} t the asynchronous master Trap messag o (194) including 
the variable valu o (44) and a master object identifier4*£2), the master object 
identifier-f4S2> including a client identif ier-f4@> identifying the SNMP managed c lient 
that initiated the asynchronous client Trap messag o (32) and a variable portion 
(210) identifying the variable value-{44). 

1 8. (Currently Amended) the method of claim 1 7, wherein the variable portion 
(210) of the master object identifier-(+82) is the client object identifier-(4S8). 



9 



PACE 10/18 * RCVD AT 10/18/2007 1:41 :13 PM [Eastern Daylight Time] • 8VR:U8PTO^FXRF-1/15 » DN18:2738300 * C8ID: 16034360300 • DURATION <mm-ss):06-52 



